Proceedings of the 21st Annual Meeting of Particle Accelerator Society of Japan
July 31 - August 3, 2024, Yamagata

PASJ2024 WEP037

eBPF 2Lz EPICS 7 ) —2 3> DEHRY—ILD&RET
INVESTIGATION OF MONITORING TOOLS FOR EPICS APPLICATION USING eBPF

P2 RAF S A

Shinya Sasaki

# A)

A High Energy Accelerator Research Organization (KEK)

Abstract

EPICS is used to build the control systems for the accelerators at KEK. In the EPICS-based control system, there are
many [OCs and Channel Access clients, and records and process variables are complicatedly connected. This complexity
makes it difficult to understand the status of the system. Therefore, it is necessary to monitor the status of the EPICS
application to achieve stable operation and to investigate the cause of problems. On the other hand, eBPF, the technology
to run sandboxed program in the Linux kernel space, is widely used for observability, networking and security. To
investigate the usefulness of utilizing eBPF to monitor EPICS applications, two test programs were developed. The test
programs showed that eBPF program can be dynamically loaded to monitor the status of EPICS applications without
recompiling and rebooting IOCs. In addition, it makes it possible to obtain data that would be difficult to obtain using
conventional approaches, such as tracing a record process chain.
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Figure 1: Block diagram of the eBPF program for
monitoring the CA put operations. The eBPF program
filters the packets copied from the network stack and
passes the CA packets to the program in user space. The
program in user space analyzes the filtered packets and
prints information about the put operations to a standard
output.
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$ sudo python3 caput-monitor.py -i enp0s8
binding socket to 'enp@s8'

load eBPF program

start
Write:
Write:
Write:

ET_SASAKI:TEST1 1 from 192.168.56.1:50664 to 192.168.56.101:5064
ET_SASAKI:TEST2 1 from 192.168.56.1:50676 to 192.168.56.101:5064
ET_SASAKI:TEST3 1 from 192.168.56.1:50662 to 192.168.56.101:33369

Figure 2: Example of the result of running the program for
monitoring the CA put operations.
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Figure 3: Block diagram of the eBPF programs for tracing record process chains. The eBPF programs are attached to the
functions of the libdbCore library that are called by IOC processes. Each eBPF program collects the data and stores it in
eBPF maps. The program in user space reads the data from the maps and sends it to the Zipkin server using the
OpenTelemetry protocol.
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Figure 4: Screenshot of the trace data on Zipkin. The graph
on the left shows the order of the process chain. The details
of the event are shown on the right.
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